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Overview

e What is IFMEA?

 \What Capability Does it Provide?

* Why is it Important?

 How Should This Capability Be Used?

* Does Your Organization Need This Capability?



Introduction

« Desire to rely on GPS for safety of life applications
worldwide

o Service meets specified levels
— Accuracy, availability, continuity, and integrity

« Standalone GPS cannot meet integrity requirements

— Augmented GPS required (RAIM/FDE, Differential-
Based Systems)

 Knowledge of GPS Failure Modes Required to Design
Integrity Monitoring Systems



What is IFMEA?

 Integrity Failure Modes and Effects Analysis
(IFMEA) project established by IGEB

— 3-year project started in April 2002

— Follow on to work done by JPO in 1990’s
— Interagency initiative

— Team consists of DOT, JPO, and contractors

« Based on previous GPS failure studies, SV and

OCS system design descriptions, and
operational procedures



Background to IGEB IFMEA Project

e Block I/11/11A SV and OCS Integrity Aberrations Identified,
Catalogued, and Updated By GPS JPO and Support
Contractors From 1988 Through 1998

* GPC Recognition That Similar Work Had Not Been
Conducted for Block IIR, IIRM, IIF, and AEP

* |IGEB IFMEA Project Initiated to Develop Aberration and

Update Block II/11A Work and Provide Recommendations
for GPS Il

 Process Required to Sustain ACS Process After IGEB
s Stewardship Funds



IEFMEA Objective and Benefits

— lIdentify GPS integrity anomalies (SV and OCS), potential causes and
operational impacts of failures

« Determine probability of individual failure modes (theoretical and
observed)

— Develop interagency definition of GPS integrity parameters to
perform effects analysis

— Improve the reliability of GPS in the future by providing
recommendations of

e GPS SV and OCS design modifications

* Integrity monitoring provided by civil/military augmentation
systems and monitoring networks

— Increase user confidence in the ability of GPS satellites and OCS to
satisfy requirements stated in performance standards



IFMEA Process Flow Diagram

Analysis of GPS SV Update Aberration Update SPS and
and OCS Design  [—*|  Characterization || PPS Performance
Documents Sheets Standards
Gather Anomaly Data ‘
- OCS | Catalog Development of Signal
- Augmentation Systems Anomalies Quality Monitoring
- GDMS Algorithms and
AN i
1 Recommendations for
SV/OCS Design
|dentify Integrity Functional Fault IPOEAEE

Requirements and |—»
Assertions

Tree Analysis




® Data to Support Long-term
Trends in Failures

@ Statistical History of System
Performance

® Recommendations on
Monitoring Goals (Metrics)
and Algorithms

® Real-time and
Near-real-time
Measures of
GPS Status
and
Performance

IFMEA

GPS

Community

Recommendations on Future
Space Vehicle Improvements

Recommendations on Future
Adjustments to Specifications
and Requirements

Reports on Newly Discovered
Failure Modes and Effects
(as needed)

GPS

Management




Aberration Characterization Sheet (ACS)

 |dentifies failure points that could affect integrity

o Uses failure studies (e.g., FMECA) and system
descriptions (e.g., wiring and block diagrams) provided
by manufacturer

* ACSs previously developed for Block I, Block I,
Block I1A, and Legacy OCS

 Project is developing ACSs for Block II-R, Block
[ IRM, Block IlIF, and Architecture Evolution Plan
(AEP) OCS and Updating Block II/I1A and Legacy
OCS
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Aberration Characterization Sheet (ACS)

ABERRATION NAME: Name Assigned to Aberration

SEGMENT ALLOCATION: System, Space, Control, User

SHORT DESCRIPTION: What is the aberration?

PROXIMATE CAUSE(S): What most directly causes the aberration?

PRECIPITATING EVENT(S): What is the ultimate source of the aberration?

PROBABILITY OF OCCURRENCE: EFFECT/MAGNITUDE:

Per day, per year, per SV, per constellation, per Effect on signal: Off, nil, ramp, step, noise,

upload sinusoid, m, m/sec, m/sec squared

DETECT RESPONSIBILITY: UNDETECTED PROBABILITY: Per day,

System, Space, Control, User, mix, none per year, per SV, per constellation, per
upload

When an aberration occurs, who is responsible for

determining that it happened? Probability that the aberration goes
undetected.

POST-DETECT EFFECT/MAGNITUDE: UNDETECTED DURATION:

Off, nil, ramp, step, noise, sinusoid, m, m/sec, m/sec Time until aberration is detected and user

squared notified.

What happens after the aberration has been detected?

REPRESENTATIVE OCCURRENCES (IF ANY):
Based on observed data obtained through IFMEA data collection effort
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Development/Update of Aberration

Characterization Sheets

e Team developed ground rules for preparing, maintaining and
updating ACS sheets.

» Ten books written by Lockheed Martin on Block IIR Failure
Modes And Effects Criticality Analysis Report (FMECA) were
reviewed by the team members.

— Aberration Characterization Sheets (ACSs) were written by team
members on the failure modes listed in the IR FMECA to identify
Integrity anomalies.

— 53 anomalies identified and incorporated into the existing ACS Book.
— Updates to the ACS Book included integrating Block 11/11A material
with Block IIR.
e On-orbit Block IIR SV Incident Reports (SVIRs) incorporated
Into the ACS Book.




Focus of Recent IFMEA Activity

 Documentation Identification for Block IIRM, IIF, and
AEP ACS Development

* Development of Block I1F ACSs

* Functional Fault Tree Analysis

* Review of Legacy OCS Procedures

 WAAS ACS Effects Analysis

 SOM Analysis

* Development of GPS Integrity Anomaly Database
 Recommendations for GPS 111

., * Development of IFMEA Transition Plan



2004-2005 IGEB IFMEA Project

* Prepare for Transition of IFMEA Processes Over to
GPS JPO for Long-Term Updating and Maintainability

- Update Aberration Characterization Sheets Through Block IIF SVs
and AEP

- Integrity Anomaly Database Available for Use (Public and
Secure Versions)

- Finalize Recommendations for Integrity Monitoring and SV/OCS
Design Constraints or Improvements

- Develop Processes, Procedures, and Training for Continuation of
IFMEA Work Without Stewardship Funds
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Block IR Time Keeping System

e |IR/IIR-M Satellites Do Not Have Clock Run Off
Errors

— Run two clocks concurrently
o Atomic (Rubidium)
e VCXO (Quartz)

— Monitor short-term difference between the
clocks

o If difference greater than a threshold (~5 m)
— Immediately switch to non-standard code
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Nominal Signal Deformation — Code Domain

Possible Explanation for Measured Signal Distortion Observed
By Honeywell and Stanford
« Suspected that lead/lag distortion caused by asymmetries in
rise/fall times of switching logic onboard the satellites

o |TT* confirmed that this is the likely cause

— No current requirement for symmetry (they do not
control this parameter)

— Attempt to keep difference within 1% (~10ns)
— Surprised by large asymmetry on IIRS

. Suggeste&I Lf)r%t QSHCH'% %gt{rlleo ?\}h% SaW ra (f eriz ses

*ITT is responsible for building some of this signal generating hardware for Block 11As, 1IRs
15



GPS Integrity Anomaly Database (GIAD)

e Key features
* Anomaly database stores anomaly type, satellite

— Includes both anomaly and aberration databases
number, satellite block affected, magnitude of error,

and duration
* Aberration database stores aberration data per ACS
— Anomaly database tied to Aberration database for

updating

— Web-based
— Easy lookup features
* Synonyms — wider searches without having to enter

all keywords
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GIAD Process

+2SOPS/GOC

*GPS Support Center
+USCG NAVCEN
*FAA NOCC GIAD
*USCG M/NDGPS Oversight
*FAA Tech Ctr for WAAS Panel

*USNO :
NIST Incident

+CPS 1POINQSO Reports
*ASR-100

‘NGA

«746% Test Sq

*Aerospace
*NASA/JPL
*Scientific community
Classified Detailed
Information Information
(S) (FOUO)

!

Standardized
Information
(Releasable)

Anomaly
Reports

©e-=
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*2SOPS/GOC

*GPS Support Center
*USCG NAVCEN
*FAA NOCC

*USCG M/NDGPS
*FAA Tech Ctr for WAAS
*USNO

*NIST

*GPS JPO/NOSO
*ASR-100

‘NGA

«746!" Test Sq
*Aerospace
*NASA/JPL

*Scientific community




L_ogin Screen

FMEA Anomaly Database - Mozilla Firefox I [=] S
File Edit Wew Go Bookmarks Tools Help @, ké
@ - l_-':)'j - @ ¥ @ Iyﬂ https:f10,10,10,122/anomalydb/cgi-binfdo_indez:pl j

IFMEA Anomaly Database User Login

Site Directory
Search Anomalies

Search Anomalies (Detailed)

Browse Aberrations

Please enter your username

and password
{Use 'guest’ and your email for guest access)

Browvse Anomalies
Browse Contacts
Erter an MAberration

Erter an Anomaly

Generate Statistics Usemamc:|jc|e_user

l—‘ Your Overlook-assigned username.
Passwoni:[e=e==
Submit | Reset |

Aboutthe IFMEA Anomaly

Database Help

Copyright {C) 2003 Overlook Systems Technologies, Inc,
Seth Hieronymus: shieronymus@overlooksys.com

@ | Dione A
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Detailed Search Screen

IFMEA Anomaly Database - Mozilla Firefor I [=] S
File Edit Wew Go Bookmarks Tools Help @, k{'
@ - '?,' i @ _U;{ @ Iyﬂ https:f/10.10.10,122anomalydb/cgi-binfdo_detailed_search.pl j

Search the Anomaly Database (Detailed)

Site Directory Search for a Word or Phrase Anomaly Type
| Space Segment-*Hardware->Clock j

Search Anomalies I

= O
Search Anomalies (Detailed) ANE o

Browse Aberrations Effect Type Min,Max Effect i {m/s)
_ [Ramp = 5 |18
Browwse Anomalies
Browse Contacts Start Date {¥VVY-MM-DD) End Date (¥YVV-MM-DD)
T S 2003-12-04 2004-01-05
Erter an Anomal Satellite PRI} Satellite Block
Generate Statistics :I =
El | A

Search | Feset |

Aboutthe IFMEA Anomaly

Catabaze Help

Copyright (C) 2003 Overlook Systems Technologies, Inc.
Seth Hieronymus: shieronymusoverlooksys.com

@ | Dione A
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Browse Anomaly Screen

FMEA Anomaly Database - Mozilla Firefox

File Edit Wiew Go Bookmarks Tools Help Gl,

[0 %]

@ hd '?.' i @ _U\'{ @ Iyﬂ https://10.10.10,122anormalydb/cgi-binfbrowse_incidents, plvRecord=2

Site Directory

Browse the Anomaly Database

File Attachments: m Open

Prirtakle Yersion

Search Anomslies Hew File Attachment: Browse...
Search Anomslies (Detailed) A ly Record Humber: A ly Hame:
|2 |Fai|ed Atormic Freguency Standard - SWN23

Browwse SAberrations

Browese Anomalies

Brovwse Contacts

Enter an Aberration

Enter an Anomaly

Generate Statistics

Primary Aberration Code:

I ILE.2: Phase Run-Off (Clock Failure, Atomic. Electronics) j

Secondary Aberration Code({s):

I Unset Mo aberration chosen j
Start Date (VYYY-MM-DD):  Start Time (HH:MM:55): End Date (VYYY-MM-DD): End Time {HH:MM:55):
|2004-01-01 |18:33:00 |e004-01-m1 Jet18:00

Duration (hrs): Effect Type: Effect/M. ftude (m/s): PRHs:

|2.78 |Rarmp =] j702 |23

Description:

A significant GPS anomaly occurred on 1 Jan 04, beginning at approximately -

1833 2. The anomsly affected precise timing and navigation users over large
portions of Europe, Africa, Rksia, hustralia, and the far northern reaches of
Morth America. =l
[ ct:

Brian Carroll, Overlook Systems Technologies, Inc. j

First | Prewvious | Mext | Last | Update

About the IFMEA Anomaly

Hel
Databaze s

Copyright {C} 2003 Overlock Systems Technologies, Inc.

w2

|§ | Dione

SN Bl
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Browse ACS Screen

D1FMEA Anomaly Database - Mo:

refox

Bookmarks  Tools  Help

‘ GRACRAT BF @ |”ﬂ https:/f10.10.10. 122 anomalydb/cgi-bin/browse_aberrations pl7Record=31

Browse the Aberration Database

Site Directory Printsble ‘ersion

Sy Aberration Record Humber:
31

Search &nomalies (Detailed) Aberration Nlame:

Erovese Aberrations Fhase Fun-Off (Clock Failure, Atomic, Electronics)
Anomaly Category:

Browse Anomalies

I | Space Segment->Hardware->Clock j

Browse Contacts Short Description:

SI% code phase run-off due to a failure in an atomic clock's

Enter an Aberration
electronics.

Enter an Anomaly

Generats Statistics. Proximate Cause(sy:
|SWrequency hias
Precipitating Event{s):

Atomic clock electronics failure

Probability of Occurrence: Effect Magnitude:
[1.1°E-2 per 5 per year [RAMP. 10 myhr
Detect Responsibility: Undeteeted Probability:
Control on*

Post-Detect Effect Magnitude: Undetected Duration:
[OFF. A [15t0 40 he

Representative Occurrences (If Any):

2: Failed Atomic Freguency Standard - SvN23 =] Go

Remarks:

* Detection probability by OCH is near 1.00 after the long -
non-detection period. The non-detected period is a function of
the OCS desion and of the means chosen to alert the users not to
use the particular SV. |

First Previous Mext Last Update

About the IFMEA Anomal Hel,

Database sz

Copyright (C) 2003 Overlook Systems Technologies, Inc.
Seth Hieronymus: shier onymus foverlooksys.com

|| pene A
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EDIFMEA Anomaly Database - Mo

Eile Edt \Wiew Go Bookmarks Tools  Help IQ,,

@ = '?,‘ i ‘EQ 2 @ IH httpsiff10,10,10,122fanomalydbfcgi-bin/search_by_fields, plzStatistics=1

earch Results

Site Directory
Search Anomaliss Search Conditions: All records that contain the word(s): atomic
Search Anomalies (Detailec)
Brovese Aberrations General: Aberration Code  Number Anomalies
ILEZ 1

Brawse Anomalies Total

Brovese Cortacts

Enter an Aberrati
SrenShenein satellite Block
Erter an Anomaly |
Il
Generale Statistics 1A
IIF
IR
1IR-Mt
Total

Effect/magnitude: EffectType
Ramp

Duratior

1

Number Anomalies

—ooco-—-oo

Min i Max i Avyg i Std
7020 70.20 70.20 o.0o

Min Du
275

Exportto a File

Aboutthe IFMEA Anomaly

Database Hele

Copyright (C) 2003 Overlook Systems Technologies, Inc.
hi a look:

Seth Hier: shi

com

@‘ Dane




Access to Database Prototype

« URL:

o Username/password: betatest/ifmea
» Username/password: guest/<email>
* Project contact: John Lavrakas,

« Technical contact: Seth Hieronymus,

e Database Administrator: Brian Carroll,
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https://216.150.201.34/
mailto:jlavrakas@overlooksys.com
mailto:shieronymus@overlooksys.com
mailto:bcarroll@overlooksys.com
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WAAS Effects Analysis

e |[FMEA team requested to validate the WAAS assertions
against the Aberration Characterization Sheets (ACSs)

e The team has focused on the following:
— WAAS Assertions

— RAIM and WAAS/RAIM Assertions
— GPS/Inertial Assertions
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WAAS Effects Analysis

Current analysis performed with
the “Block 11" version of the
ACS

Results must be updated when
the Block IIR update is complete

WAAS assumptions affected by
not aberrations not monitored
by Control Segment

Statistics

— 82 ACSs

— 25 ACSs affect at least one assertion
— 11 WAAS Assertions

— 3 RAIM Assertions

— 3 GPS/Inertial Assertions

ARERBATION CHARACTERIZATION SHEET (ACS)
. .4

ABERRATHN MaME:

Bad 8% Tracking Dotx: Maizey 50 He Datn (WA Messmze)

REGMENT ALLOCATION:

Contral Sepment (M5

SHORT DESCRIFTHYN:

An ME= 8V irncking data fior the 50 He MAY message cin be noisy in o manner cxacily analogous 1o ihe UE
Ercneonsly received seitings for hil 12 of the HOW con conse unes pecied rendions,. Cther bits praduce no
resulting effecl.

PRORINCATE C ALSEL):

Emoneously deecched bit 18 of the FIOW

PRECIPITATING EVENT(S):

S15 path amvironment. noisey DEMOD hardwares, low CNo

PROBARILITY OF OCCURRENCE: EFFECTMAGNITULE:

1.0 per SV per vear OTHER, GTHER

DETECT RESPONSIRILITY: UNDETECTED PROBARILITY:

Contral (MOS0 4.1 E-16

POST-DETECT EFFECTNMAGNITUDE: UNDETECTED INTRATION:

OTHER, OTHER** 1.5 1o A0 hr

REPRESENTATIVE (MCCURREMCES (IF ANY):

SN 13 (Block 10, PRN-13) Septamber 1985, pvo occurrences anly

REMARKS:

* Detection is by Hammireg parity and by apemior visual monitoring.
#* Pasl-dtect effectimagnitude details not releazahle.
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Summary

* IFMEA Project Provides Better Understanding of Integrity Anomalies
and Probability of Occurrence

- Development of Improved Integrity Monitoring Algorithms
- Recommendations for Improved Future GPS SV and OCS Design
- GIAD will Support Analysis of Anomalies

* Need to Have Smooth Transition of IFMEA Project/Process to GPS
JPO with Continued Civil Participation
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